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Protocol - General Data Protection Regulation 2018 (GDPR)
INTRODUCTION

In May 2018 new legislation was introduced under the General Data Protection Regulation (GDPR).  The new law applies to every organisation that processes data and sets out new rules on how we collect and process personal data.  This document is designed to help individuals understand their responsibilities under GDPR.

1. Privacy Statement

It is the responsibility of all employees to be aware of the content of East Ayrshire Leisure’s privacy
Statement https://eastayrshireleisure.com/media/1234/privacy-statement.pdf

Signs should be displayed in all venues inviting customers to ask for a copy and directing them to the web page where 
they can view the document. All venues should have hard copies of the privacy statement available should a 
customer request a copy.

2. What is personal data?

Personal data is any information relating to an individual that can identify them, such as:

· A  name
· An employee number
· An account number
· A reference number
· An 0n-line identifier
· Location data

3. Data Collection

You must ensure that any personal data you are asking customers to provide is necessary for our business purposes. 
As a rule, if you don’t need it, don’t ask for it.

Any personal data we collect, gather or process must be:

· Collected accurately
· Stored securely
· Only used for specified purposes
· Information should only be kept for as long as necessary

It is the responsibility of all employees to ensure that the processing of any data is accurate and kept up to date.

Further information and guidance can be found in our Data Protection Policy






4. Data Breaches

 A data breach occurs if personal data is lost, stolen or not adequately protected so it can be accessed by someone who should not see it.

· It is the responsibility of all employees to report a data breach immediately or at least within 24 hours to their line manager/Team Leader
· It is the responsibility of the line manager/Team Leader to report a data breach immediately or at least with 24 hours to the Data Controller
· It is the responsibility of the Data Controller to assess any such data breaches and report to the Information Commissioners Office within 72 hours of being aware of the data breach
· It is the responsibility of the Data Controller to notify the Data Protection Officer of any reportable breaches 

Further information and guidance on data breaches can be found in the Personal Data Breach Policy

5. Information Asset Register (IAR)

In order to comply with the General Data Protection Regulation East Ayrshire Leisure has compiled an Information Asset Register of all the personal data that it processes or holds. 
The IAR will document when and why we use data, what happens to it, where it is stored, who is responsible for the data and who we share it with.

· It is the responsibility of Executive Management and Development Managers to ensure that the IAR is a true reflection of the personal data that we process or hold and to ensure compliance with GDPR. 
· The IAR will be reviewed regularly by the Management Team. 

6. Records Retention Schedule (RRS)

East Ayrshire Leisure has compiled a Record Retention Schedule detailing the types of information we hold, 
how long it should be retained and how it will be destroyed.

· It is the responsibility of Corporate Services to maintain the RRS in accordance with the Corporate Records Retention Schedule to ensure appropriate management of records.
· It is the responsibility of the executive Management/Development Managers to ensure that the RRS is adhered to within their service areas.

7. Information Security 

All East Ayrshire Leisure employees must complete the following mandatory e-learning courses which can be accessed 
through the Learnpro platform:

· Data Protection 
· Information Security
· Records Management
· Freedom of Information
· Cyber Security

Further information and guidance can be found in our Information Security Policy
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